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Motivation

M Transactions are increasingly conducted virtually

N Untrustworthy -- fraud
¥ Trustworthy -- legitimate

People Organizations Devices/Things

B How can we know whether a remote someone/something is trustworthy?
» determine trustworthiness of involved parties
» multitude of trust aspects and/or across borders, jurisdictions
B \We need help:
W Trusted Authorities

W Trusted Third Parties that publish Reputation Ratings
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Definitions Trust Scheme, Trust List

M Authorities
W certify trustworthiness of elD of involved parties

Woperate Trust Schemes and publish Trust Lists

B Trust Scheme

W comprises the organizational, regulatory/legal, and technical measures to assert trust-relevant
attributes about enrolled entities in a given domain of trust

Wis operated by a Trust Scheme Provider

M Trust List
W list of all the enrolled entities in a specific data file/format certified by the issuing authority
W existing and widely accepted standard is ETSI TS 119 612
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The LIGHT®st Architecture
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Trust Scheme Publication Authority (TSPA)

B Task:
M nfrastructure for - Publication of Trust Schemes &

- Discovery and Verification of Trust Scheme Memberships

B TSPA Components: — —
B DNS Name server with DNSSEC extension ZvaeNf;"we Trust Scheme
* Provider
M Trust Scheme Provider(s) DNSSEC 1 1.

M Querying of Trust Schemes:
B DNS Name Server: discovery of associated Trust Scheme and Trust Scheme Provider

B Trust Scheme Provider: signed trust list indicating that Issuer operates under the specific Trust
Scheme (using existing standards on Trust Service Status Lists, e.g. ETSI TS 119 612)
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Trust Scheme Publication Authority (TSPA)

? Existing, Single
Trust Root
Existing N
Governance, /1 %1 "
Organization, | 1
Infrastructure

of DNS

M Publication of Trust Schemes

Type of Trust Scheme

Publication Example Verifiable Information

Boolean eSig Law of Turkey, FIDO Compliance of an entity to a
trust scheme
Compliance of an entity to an

Ordinal LoA4.1S0O29115 ordinal value of a trust
scheme

Tuple-Based {(authentication:2Factor), Requirements of a trust

P (identityProofing:inPerson)} scheme
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Trust Scheme Publication Authority (TSPA)

DNS Name Server
with DNSSEC Extension

Concept of the TSPA:

<IssuerName> |

B DNS Name Server

m discovery of associated Trust <LevelName>.<SchemeName> ¢
Scheme and Trust Scheme Provider

— <SchemeName>

B Trust Scheme Provider

- . . - . - <c rtf t C t . t SChemerVider>
W signed trust list indicating issuer ertificateConstraints

<SchemeProviderName> ®

Trust Scheme Provider

<SchemeProviderName> |

Signed List indicating
an Association between
<IssuerName> and <SchemeName>

<SchemeTuplesName> ®

<Signatu r'eSchemeProvider>

operates under the specific Trust
Scheme (using existing standards on
Trust Service Status Lists ETSI TS

119 612) ——{ <LevelName>.<SchemeName> |
¥ Tuple-based representation of Trust <CertificateConstraintsscruneprover>
Scheme <SchemeProviderName> ¢

<SchemeTuplesName> |

{
(Attribute,,Value,),
(Attribute,,Value,)

(Attribute,,Value,)
}
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DNS-based Publication of Trust Schemes
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DNS-based Publication of Trust Schemes

B Consolidated approach to Publishing Trust-related Information in the DNS was developped
W specified for trust scheme membership publication
B DNS Name server & Trust Scheme Provider(s)
W additions in DNS RRs
M Pointers, URIs
W Certificate constraints: SMIMEA record data
W Trust Scheme Provider(s)

W publication of a signed Trust List (use existing standards: e.g. ETSI TS 119 612)
W Trust-service Status Lists (TSLs) used in eIDAS
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DNS-based Publication of Trust Schemes

Organization,
Infrastructure.
ofDNS.

Electronic Automatic Trust
Transaction verifier (wro)

| Example eIDAS Germany &~ = O m £ | https://webgate.ec.europa.eu/tl-browser/#/tl/DE

M qualified trust service provider D-Trust

CEF Digital
Connecting Europe

Trusted List Browser

Tool to browse the national Trusted Lists and the European List of Trusted Lists (LOTL).

European Commission > CEF Digital > eSignature > Trusted List Browser > Germany

B Trusted List Germany

Trust service providers

Currently active trust service providers

1&1 De-Mail GmbH |geros

Bundesnetzagentur NonRegulatory

D-Trust GmbH qcertforESiz  QCertforESeal QWAC  QTimestamp
Deutsche Post AG | qrertforEsig  QeRrDs

T-Systems International GmbH  oqwac

medisign GmbH ' gcertiorEsig

»
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Bundesagentur fuer Arbeit  gertforEsiy  QTimestamp

Bundesnotarkammer qcertforesiz  QTimestamp

DGN Deutsches Gesundheitsnetz Service GmbH | qcertforesiz  QTimestamp

Deutsche Telekom AG | qcertforEsig

exceet Secure Solutions GmbH | glimestamp
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DNS-based Publication of Trust Schemes

B Example: eIDAS Germany (with D-Trust as qualified trust service provider)
B DNS Name server
W Trust service provider points to trust schemes under the prefix _scheme._trust
W e.g. D-Trust: _scheme. trust. d-trust.net.

W Trust Scheme publishes its trust list under the prefix _scheme._trust

W Trust scheme owned by the German Federal Network Agency: scheme. trust.nrca-ds.de.
¥ Published Trust list:
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https://www.nrca-ds.de/st/TSL-XML.xml

DNS-based Publication of Trust Schemes

M Sections of Published Trust list (ETSI TS 119 612):

<?xml version="1.0" encoding="UTF-8"?><TrustServiceStatusList

<SchemeInformation>
<SchemeOperatorName>

<Name xml:lang="en">Federal Network Agency</Name> </SchemeOperatorName> -
<SchemeName>
<Name xml:lang="en"> DE:Trusted list including information related to the qualified trust service providers ... together
with information related to the qualified trust services provided by them, in accordance with ... Regulation (EU) No
910/2014 ... </Name> </SchemeName>

<SchemeTypeCommunityRules>

<URI xml:lang="en"> </URI> </SchemeTypeCommunityRules> -

<TrustServiceProviderList>
<TrustServiceProvider>

<TSPName>
<Name xml:lang="en"> D-Trust GmbH </Name>

<TSPInformationURI>
<URI xml:lang="en"> /</URI> </TSPInformationURI>... -

<TSPServives>
<ServiceTypeldentifier> </ServiceTypeldentifier>

<dsig:Signature ...>
<dsig:X509Certificate> ... </dsig:X509Certificate> ... </dsig:Signature>

</TrustServiceStatusList>
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https://www.nrca-ds.de/st/TSL-XML.xml
http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUcommon
http://www.d-trust.de/
http://uri.etsi.org/TrstSvc/Svctype/CA/QC

DNS-based Publication of Trust Schemes

User

«zInterfaces
F=| REST API TSPA

sComponents
= ] TSPA

«Interfaces
REST APl ZoneManager

sComponents
= _|ZoneManager

{8+ PUT f{scheme-name)/trust-list()

% + DELETE /{scheme-name}/trust-list{)

{5+ PUT f{scheme-namel/schemes()

{8 + DELETE /{scheme-name}/schemes()
+ GET/{scheme-name}/trust-list()

-3

w 5w

B Communication between components for

£+ PUT names/{scheme-name}/trust-list()
€% + DELETE names/{scheme-name)/trust-list()
&5+ PUT names/{scheme-name}/schemes()
48 + DELETE names/{scheme-name)/schemes()

® Publishing Data using the TSPA: create, modify and delete Trust Schemes

® Retrieving Data from the TSPA: querying process
B RESTFUL API for TSPA and ZoneManager
M Publish trust scheme on TSPA, TSPA will use the ZoneManager to publish the DNS records
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DNS-based Publication of Trust Schemes

m 2nd Example for Publishing:
W Alice operates an TSPA and wants to create a TrustSchemeAlice

W TSPA address: tspa.example.com

® Alice can publish it by sending the following request:
PUT TRUST LIST CONTENT

- DNS-entries for discovery of Trust Scheme and Trust List are created; Trust List information is saved

scheme. trust.tspa.example.com. IN URI 1 1 https://tspa.example.com/api/vl/TrustSchemeAlice/trust-1list
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https://tspa.example.com/api/v1/TrustSchemeAlice/trust-list

DNS-based Publication of Trust Schemes

m 2nd Example for Publishing:

W Alice operates an TSPA and wants to create a TrustSchemeAlice

W The-Trust GmbH CA is a qualified trust service provider in TrustSchemeAlice

W Trust Scheme Membership claim for The-Trust GmbH CA is as follows:

PUT {"tspa.example.com”, ...}

—> This results in the following DNs record

scheme. trust.the-trust.eu. PTR scheme. trust.tspa.example.com
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https://tspa.the-trust.eu/api/v1/TrustSchemeAlice/schemes

Discovery of Trust Scheme Publication Authorities
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Discovery of Trust Scheme Publication Authorities

M Information flow (high level) Verifier ATV TSPA

1. input(_‘l’rust_PoIicy,EIectronic_Trahsaction)

2. parse(Electronic_Transaction):Document,Signer_Certificate,lssuer_Certificate

|
: 3. validate(Signature,Document):signed by Signer_Certificate
| 4. validate(Signer_Certificate):signed by Issuer_Certificate

P 5. search(Signer_Certificate,Issuer_Certificate):Result(Issuer_Name)

6. issue(DNS_query)

return (Resource_Records)

7. verify(Chain_of _DNS_Signatures)

return (Verification_Result)
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Discovery of Trust Scheme Publication Authorities

B ATV has extracted the Issuer Name from the signer certificate and contacts TSPA

E> LookupRR(SchemeName):{SchemeProviderLocation}
4 {SchemeProviderLocation} I

|

|

LookupTrustAssociation:Boolean

Verification of Trust Scheme Membership claim

ATV DNS Name Server w/ DNSSEC Trust Scheme Provider ATV DNS Name Server w/ DNSSEC Trust Scheme Provider
T T T
I 1.issue(DNSQuery=IssuerName) I |
I > |
| | | I I I
I I [ - - [ [
| E> LookupRR(IssuerName):{SchemeName} I 7.issue(DNSQuery=SchemeName) K I
: 2.{SchemeName} I : I ! !

’ | | !
Kk—---—- """ -—-———————— | | | |> LookupRR(SchemeName):{CertificateConstraints}
I I I | 8.{CertificateConstraints} | |
| | | F ____________________ I I
| | | [ I I
! 3.i (DNSQ Sch N ) ! ! I I I

.issue uery=SchemeName .
: =|! : :> 9.VerifySignature(Signature_TrustList,Certiﬁ_cateConstraints):BooIean !
T T
| | | I . . . .
| | | Verification of Signature of Trust List
| 1 1
|
IF ____________________
|
|
I
|
|
|
|
L
| =« =
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Example: Discovery of Trust Scheme Publication Authorities

B Example: eIDAS Germany (with D-Trust as qualified trust service provider)

B DNS query to discover trust scheme
;; QUESTION SECTION:

; Scheme. trust.d-trust.net. IN PITR
;7 ANSWER SECTION:

__scheme. trust.d-trust.net. IN PTR
WDNS query to discover trust list

;7 QUESTION SECTION:

; _Scheme. trust.nrca-ds.de. IN URI
;; ANSWER SECTION:

__Scheme. trust.nrca-ds.de. IN URI

LIGHTs!
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__scheme. trust.nrca-ds.de
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https://www.nrca-ds.de/st/TSL-XML.xml

Example: Discovery of Trust Scheme Publication Authorities

M Published Trust list (ETSI TS 119 612):

<?xml version="1.0" encoding="UTF-8"?><TrustServiceStatusList

<SchemeInformation>
<SchemeOperatorName>

<Name xml:lang="en">Federal Network Agency</Name> </SchemeOperatorName> -
<SchemeName>
<Name xml:lang="en"> DE:Trusted list including information related to the qualified trust service providers ... together
with information related to the qualified trust services provided by them, in accordance with ... Regulation (EU) No
910/2014 ... </Name> </SchemeName>

<SchemeTypeCommunityRules>

<URI xml:lang="en"> </URI> </SchemeTypeCommunityRules> -

<TrustServiceProviderList>
<TrustServiceProvider>

<TSPName>
<Name xml:lang="en"> D-Trust GmbH </Name>

<TSPInformationURI>
<URI xml:lang="en"> /</URI> </TSPInformationURI>... -

<TSPServives>
<ServiceTypeldentifier> </ServiceTypeldentifier>

<dsig:Signature ...>
<dsig:X509Certificate> ... </dsig:X509Certificate> ... </dsig:Signature>

</TrustServiceStatusList>
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https://www.nrca-ds.de/st/TSL-XML.xml
http://uri.etsi.org/TrstSvc/TrustedList/schemerules/EUcommon
http://www.d-trust.de/
http://uri.etsi.org/TrstSvc/Svctype/CA/QC

Example: Discovery of Trust Scheme Publication Authorities

B Example eIDAS Germany (with D-Trust as qualified trust service provider) ff
® DNS query to discover certificate constraints

;; QUESTION SECTION:
; Scheme. trust.nrca-ds.de. IN SMIMEA
;; ANSWER SECTION:

__scheme. trust.nrca-ds.de. IN SMIMEA <SMIMEA record data>
B <SMIMEA record data> example

3 ; certificate usage domain issued cert defined in

0 ; Sselector: full certificate RFC6698 &
, RFC7218

1 ; matching type SHA-256

c/70cd54924d4c9ct ; certificate association data

bed20dc93c/76aabb ..
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Tuple-Based Trust Scheme Publication
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? Existing, Single

Tuple-Based Trust Scheme Publication I
B Publication of Trust Schemes — i ~

I’ I’
Trust Translation| ?':ﬂ" :‘IO"
Authority (TTA) u (D’PJ"

Publication
Authority (T5PA))

Type of Trust Scheme Example Verifiable Information f g H;‘”’m’"w

Publication _ b
verifier W Verifier (.A?\rulSI

Compliance of an entity to a

Boolean eSig Law of Turkey, FIDO trust scheme
Compliance of an entity to an
Ordinal LOoA4.1S0O29115 ordinal value of a trust
scheme
Tuple-Based {(authentication:2Factor), Requirements of a trust
P (identityProofing:inPerson)} scheme
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Tuple-Based Trust Scheme Publication

B Requirements of a trust scheme
Wvary depending on the Trust Scheme
Wcomparison between trust schemes: may be synonymous or homonymous

»standardized representation of requirements is needed

M Task: Develop a Unified Data Model for Tuple-Based Trust Scheme Publication
Weach requirement is explicitly represented by only one data pair: (attribute_name, attribute_value)
- requirements of existing trust schemes can be represented with this unified data model

- enables easier comparison and mapping between trust schemes
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Tuple-Based Trust Scheme Publication: Methodology

B Development of Unified Data Model for Tuple-Based Trust Scheme Publication

W Bottom-up modelling approach for identification of requirements

M Consolidation using existing trust schemes
Widentify requirements of selected trust schemes
M consolidate towards a unified data model

B Development of the Data model
W structure requirements in hierarchical form of concepts
mtransfer concepts into tuples (attribute _name, attribute value)

M publish tuples as a sequence of attributes

LIGHTs!
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Data Model for Tuple-Based Trust Schemes: Selected Trust Schemes

B Goal: get a most complete picture of requirements of existing Trust Schemes

B national Trust Schemes in Europe and beyond M Trust Schemes from industry consortia
Electronic Signature Law of Turkey FIDO: Fast Identity Online
Digital Signature Law of Azerbaijan Minors Trust Framework
Chinese Electronic Signature Law embedded UICC Remote Provisioning
Pan-Canadian Trust Framework Open-PEPPOL

B interstate Trust Schemes M exisiting standards
elDAS ISO/IEC 29115 standard
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Data Model for Tuple-Based Trust Schemes: Selected Trust Schemes

M Digital Signature Law of Azerbaijan (since 2004)
® Regulation enforce usage of qualified digital signatures in public administration
® Compliance with eIDAS is under consideration
M PKI structure

®Own Root CA
M Trust hierarchy of CAs managing and issuing certificates

Root CA

Policy CA

E-government Govenment ASAN imza Central Bank
CA Bodies CA CA CA
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Data Model for Tuple-Based Trust Schemes: Consolidation process

Consolidation Saturation AS

Input Scheme 1 Input Scheme 2 Result (min AS) 3%3,4
/”// \

ISO/IEC 29115 PCTF Data Model v0.2 n.a. Si23,

Data Model v0.2 FIDO Data Model v0.4 3 S12 S3

TN

S

Data Model v0.4 elDAS (STORK 2.0) Data Model v0.6 9 Si 2

Data Model v0.6 Chinese Electronic Signature Law Data Model v 0.6 0

Data Model v0.6 Turkey eSig Law Data Model v0.8 1

Data Model v0.8 MTF Data Model 1

Data Model Trust Scheme of Azerbaijan Data Model 0

Data Model uicC Data Model 0
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Data Model for Tuple-Based Trust Schemes: Development -1

M Conceptualization of data model

Wstructure identified requirements of consolidation in hierarchical form of concepts

» Result: 3 abstract concepts required
for description of Trust Schemes

Credential
dentity e o
Attributes

each of them contains list of
concepts involved

LIGHTs!
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Credential
binding

using digSig

Credential F—

Credential
Broker

Total number
of concepts:

—ldentity Proofing

In-Person
Proofed

Identity

ID Provider

ID Assurance f=t=

Attribute

| Provider Quality

Attribute

|_Attribute Quality

Level
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Data Model for Tuple-Based Trust Schemes: Development -2

B Development of the data model

W Concepts are reviewed regarding their attribute domains

M Each concept is transferred into tuples:

data pair (attribute_name, attribute_ value)

M Attribute values:
WBoolean: e.g. In-Person Proofed
Minteger: e.g. Time Limits
W String: e.g. Credential Broker

—Most concepts (85 of 98) are boolean

LIGHTs!
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UDM (Unified
Data Model)

Credential

In-Person
Proofed

binding F using digSig
. Credential
-‘ Credential Broker %
Identity Proofing
-! Identity }— ID Provider —‘ ID Assurance
Attribute

Provider Quality

-‘ Attribute

Attribute Quality

Level
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Data Model for Tuple-Based Trust Schemes: Identity
plesenstonng—]_usradss _

* Credential Credential BrokerH H ‘ Idenﬁty Idenﬁty Provider
+ldentity Validation : string +ldentity Provider : string
H H ‘ +ldentity Verification : string 1 1
In-Person Proofed
:
UDM (Unified
Data Model) 1
Identity % + ID Provider H ID Assurance
- - Identity Assurance 1
Attribute Provider
Quality +ldentity Assurance : bool 1
{ Attribute + {Attribllg‘eﬂguality 1
1 Linkage of identity information to the individual
-|: +Linkage of identity information to the individual : bool
N +Knowledge-based : bool
Identity Proofing

+Biological or behavioural characteristic confirmation : bool
+Published Identity Proofing Policy: bool +Trusted referee : bool

+Self-Claimed / Self-Asserted : bool ]
l+|n-Person Proofed : bool 1

+Not-In-Person Proofed : bool

+Contact Information Verified : bool Policy Compliant Authoritative Document
+Personal Information Verified : bool +Policy Compliant Authoritative Document : bool
+Entity Secret Verified : bool 1#  |+Policy Compliant Authoritative Source Information : bool
+Verified Credential Claim : bool ] b +Policy Compliant Issuance : bool
+Entity Information Recorded : bool 1 +Validity : bool

+ldentity Information Verified : bool

Non-Person Entity

+Non-Person Entity : bool
+Trusted Hardware Usage : bool

* *
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Data Model for Tuple-Based Trust Schemes: Credential

redential bindinH using digSig ‘
Credential + {Credential BrokerH

Credential Assurance

+Formalized and documented processes : bool
+Tracked Inventory : bool

lf)[;l'\g %Odeeﬁi +Rgvocati?n or.Destruction of Credentials by CSPs within specific time period : bool
+ Identity H ID Provider H ID Assurance +Time period : int T
Attribute Provider =
Quality N
Credential Secure Storage
{ Attribute Attribute Quality +Access Control to administrators and applications requiring access only : bool
Level - +Shared Secret Protection : bool
Credential +Shared Secret Protection by Access Control and Encryption : bool
+Hardware Security Module : bool Credential Binding +Credential Secure Storage Requirements Policy : bool
+Credential Risk : strin - : . " T
+H:Jman—:ssu;d : bo:;l g +Credential Binding : bool Credential Binding using Digital Signatures +Signed Credential Secure Storage Requirements Policy : bool
+Network Binding : bool +Credential Binding using Digital Signatures : bool
+Multi Factor Authentication : bool | L
+Password Strength : bool — - Procedure to ensure activation through intended
+Credential Lockout : bool Registration Authority v gl
P entity

+Default Account Use : bool +Registration Authority : string StateLocked for Credential Binding — - -
+Audit and Analyze : bool +Registration Authority Signature : bool +StateLocked for Credential Binding : bool [+Procedure to ensure activation through intended entity : bool
+Hashed Password with Salt : bool +Bound procedure to ensure activation through intended entity : bool
+Anti-Counterfeiting : bool +Bound procedure to ensure activation through intended entity with time limit : bool
+Detect Phishing Attacks : bool +Time limit : int
+Adopt anti phishing practices : bool Relying Party Scoped Credential
+Mutual authentication : bool +Attestation : bool
+No transmit passwgrd : bool +Attestation Certificate : bool [
+Encrypted authentication : bool Credential Secure Renewal
+Different authentication parameter : bool
+Timestamp : bool +Suitable Policies for Credential Renewal : bool
+Physical security : bool Authoritative Party +Possession Proof of Credential : bool
+E.ncrypted session : bf’f"_ Authoritative Party - string +CSP plollfy requlremen‘ts for passwords : bool
+Fix protocol vulnerabilities : bool +Authority Chain : bool +Permission of Credential Renewal : bool
+Cryptographic mutual handshake : bool +Interactions via protected channel : bool
+Credential activation : bool

e +Identity Proofing for Credential Secure Renewal : bool
+Code Digital Signature : bool

+Liveness Detection : bool

Credential Broker

Record Retention

+Record Maintenance by CSP : bool
+Documentation of Chain of Custody of Records : bool

Credential Assurance

+Formalized and documented processes : bool

+Tracked Inventory : bool L
Ensured Issuance Process

+Ensured Issuance Process : bool
+Ensured Issuance Process using receipts : bool
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Data Model for Tuple-Based Trust Schemes: Attribute

ﬁ(redentialbindinH using digSig ‘
* Credential tcredential BrokerH H

In-Person Proofed

Identity Proofing

UDM (Unified
Data Model)
+ Identity H ID Provider H ID Assurance
Attribute Provider
Quality

I‘-[ i Attribute
- +Attribute Assertion Quality Level : string Attribute Quality Level
+Attribute Provider Quality : string 1 1 +Attribute Quality Level : string
+Authoritative Identity Source : bool +Linked to unique and verified STORK identifier : bool
+Link Validaion Quality : string

+Maintenance : bool
+Unrated Attibute Assertion : bool
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Data Model for Tuple-Based Trust Schemes: Publication

M Publication of Trust Schemes: widely accepted standard ETSI TS 119 612 for Trust Lists
M Publication of requirements of Trust Schemes as Tuples
W2 options
1. extend signed trust list (using ETSI TS 119 612) by the tuples
2. write tuples in an extra document and add pointer from the signed trust list to this document
- e.g. use tag < AdditionalServicelnformation >

mset of corresponding tuples for the specific trust scheme is written as sequence of attributes in XML
mschema of a single attribute

<attributename> e.g. <CredentialBindingUsingDigitalSignatures>
attributevalue true
</attributename> </CredentialBindingUsingDigitalSignatures>
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Modelling of Tuple-Based Trust Scheme Publication Attributes
AuthoritativeParty
® Open-PEPPOL (Pan-European Public Procurement On-Line ) CredentialBindingUsingDigitalSignatures
.e_|n\/oicing in OpenPEPPOL environment EnsuredlssuanceProcessUsingReceipts
ProcedureToEnsureActivationThroughinte
ndedEntity
B PEPPOL Trust Scheme CredentialSecureStorage
<?xml version="1.1" encoding="UTF-8"?> AccessControlToAdministratorsAndApplic
<AttributesPEPPOL > ationsRequiringAccessOnly
<tuplelist> SuitablePoliciesForCredentialRenewal
<AuthoritativeParty> RegistrationAuthority

<CredentialBindingUsingDigitalSignatures>
.... 11 further tuples of Unified Data Model
</Identity> NoTransmitPassword
<t|’USt|€V€|_|D> EncryptedAuthentication
"trustlevel name"

MutualAuthentication

CryptographicMutualHandshake

<[trustlevel ID>
</tup|e|ist> IdentityValidation

</AttributesPEPPOL
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Predictive Maintenance Use Case: sensor data verification in IoT

B Scenario “predictive maintenance” using sensor data for pre-emptive maintenance decisions

M Advantages of “predictive maintenance” require some additional and specific security measures:
- guaranteed that no production details are transmitted (data filtering)
- communication flow has to be confidential, integrity protected and authentic

- each supplier can access his own and only his own sensors (in case of several suppliers)

B GOAL: Lightweigt Identity and Access Management

using LIGHTest infrastructure

M build a Raspi-Demonstration
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Predictive Maintenance Use Case: sensor data verification in IoT

Sensor data signed

. Company Location 1 I Company IT
B Scenario setup |
List Resource Record
M1 M2 m3 |
- Sensorname
| | | —up I DNS - Fingerprint X.509
N - Pointer to Access List
P | and Location
Assembly Line at Location 1 I I—Quer
: : _ | I
B key features of leightweight IAM: | | | i |
W decentralized access lists o S I | o |
| I
. . . ) IDC
M centralized access right location —— S R —
Company Location 2 l
Access
List IDC IDC IDC
M1 M2 M3
| | | Supplier 1 Supplier 2 Supplier 3
Assembly Line at Location 2
M4 M5 M6 M7 Legend:
M: Machine
6: Sensor

ACV: Access Control Verifier
IDC: IDS Connector
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Predictive Maintenance Use Case: sensor data verification in IoT

aaaaaaaaaaaaaaaa

aaaaaaaaaaaaaaaaaaaaaaaaa

Access

nnnnnnnnnnn
update————————f———————————>| ONS | | _Fingerprint X.509

Components:

B ACV (Access Control Verifier)

B Central DNS server (with DNSSEC extension) [ :

M Access Lists: LT T || [| e || o

Assembly Line at Location 2

- locally (e.g. foreach location) created and maintained

Legend:

ssssss

- information on installed sensors and their certificates T
- IP-addresses of the corresponding suppliers, a list of possible recipients, etc
M Access control policy document:

- headquarters define specific AC policies for each supplier/ assembly line, etc

- consider confidentiality of sensor data
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Predictive Maintenance Use Case: sensor data verification in IoT

Key features:
M decentralized access lists

M centralized access right location

This concept enables

® implementation of additional sensors of a new assemply line/location

M maintenance of existing sensors lists (numer/type of sensors change over time)
M history protocol with timestamp records

by adding (updating ) new access lists and corresponding access policy rules

» Good scalability for dynamic and large systems
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Predictive Maintenance Use Case: sensor data verification in IoT

Setup with 5 Raspberry Pis
Raspi 1. Temperature sensor
Raspi 2: Controller (Notifier)
Raspi 3: Access List

Raspi 4. Supplier

Raspi 5: DNS Server

Example: If T > 25°C then

W verify sensor

M provide information to authorized persons only
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Predictive Maintenance Use Case: sensor data verification in IoT

T .germany.raspidemo. trust.germany.raspidemo.

B Raspberry pi Cluster P

.india.raspidemo. trust.iindia.raspidemo.

Block Diagram DNS SERVER

A

SEMNSOR 1

TRUST SCHEME AUTHORITY

VERIFIER

[(REST AFI SERVER)

SEMSOR 2

|

SUPPLIER 1 SUPPLIER 2
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Distributed Authority of DNS

raspidemo.

india.raspidemo. NS

senname.india.raspidemo

senname.india.raspidemo. A

10.36.28.214

germany.raspidemo. NS senname.germany.raspidemo
senname.germany.raspidemo. A 10.36.28.214
india.raspidemo. DS

germany.raspidemo. DS

raspidemo. DNSKEY

v

germany.raspidemo. india.raspidemo.

germany.raspidemo. NS  senname.germany.raspidemo india.raspidemo. NS senname.india.raspidemo.
senname.india.raspidemo. A 10.36.28.214 senname.india.raspidemo. A 10.36.28.214
sensorl.germany.raspidemo. A 10.36.28.214 sensorl.india.raspidemo. A 10.36.28.214

sensorl.germany.raspidemo.

PTR  sensorl.trust.germany.raspidemo.

sensorl.india.raspidemo. PTR sensorl.trust.india.raspidemo.

Y

F 3

trust.germany.raspidemo. NS  senname.trust.germany.raspidemo. trust.india.raspidemo. NS senname.trust.india.raspidemo.
senname.trust.germany.raspidemo. A 10.36.28.213 senname.trust.india.raspidemo. A 10.36.28.213
trust.germany.raspidemo. DS trust.india.raspidemo. DS
germany.raspidemo. DNSKEY india.raspidemo DNSKEY
trust.india.raspidemo.
trust.germany.raspidemo.
g y-rasp trust.india.raspidemo. NS senname.trust.india.raspidemo.
trust.germanyraspidemo. NS  senname.trust.germany.raspidemo. — .
senname.trust.india.raspidemo. A 10.36.28.212
senname.trust.germany.raspidemo. A 10.36.28.213 — -
sensorl.trust.india.raspidemo. A 10.36.28.212
sensorl.trust.germany.raspidemo. A 10.36.28.213 — -
_443,_tcp.sensorl.trust.india.raspidemo. TLSA 3 01 xxxzzyyy
_443. tcp.sensorl.trust.germany.raspidemo. TLSA 301 xxxyyyzz — - - -
_http._tcp.sensorl.trust.india.raspidemo. URI http://ip/sensordetails/4
_http._tcp.sensorl.trust.germany.raspidemo. URI  http://ip/sensordetails /2 — -
trust.india.raspidemo. DNSKEY

trust.germany.raspidemo.

DNSKEY

L’G HTS
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Predictive Maintenance Use Case: sensor data verification in IoT
BN OewoRESTHmmewok  een- [

Api Root | Sensordetails List Sensordetails Instance

Sensordetails Instance st ] [EE ]

GET /sensordetails/2

HTTP 208 O

Allow: GET, PUT, PATCH, DELETE, HEAD, OPTIONS
content-Type: application/json

vary: aAccept

id": 2

“sensorname"

ggeedf3IwToEGmAPNIZ
DGEZCCASOEAWIBASLIACI QLG IB+28M

dSK1hGOHVFX|
GLSqGSIhIDQED:

Le3NKEbFPKPCq)
GXN1bnkve JEWT,

HHwakR1bnSewHhcMMTSWNZ IzM:

"suppliername': “supplierli",

"supplierIP": "18.36.28.199"
>
Raw data HTML form
Sensocrmame sensori

Publickey MFPwwD QY JKoZlhveNAQEBBQAD SwAwSAJBAMOZMEUpalKXTvSg0edf3wTO8GmApNnl 3 /IKedSKihGOHvFXLWQOcCTBvIjSBoOMEgk4DsDV.

Certificates —--BEGIN CERTIFICATE--—\nMIIDGzCCAgOglwlBAglJACIgkLg)B+48MADGCSqGSIb3DQEBBQUAMC QxljAgBgNWV\NBAMMGEMNIbnMNvcE

Flag 1
Suppliername supplier1

SupplierlP 10.36.28.199
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Predictive Maintenance Use Case: sensor data verification in IoT

M Example: One of the sensors indicate a possible problem

M access control policy (easy example):

it simply states that the identity of the sensor is trusted if the sensor is listed
in the central DNS server and that the sensor data are send to the
corresponding supplier given in the access list

B Demonstrate it with a Raspberry pi cluster
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Predictive Maintenance Use Case: sensor data verification in IoT

M Information flow for incoming sensor data

m

Sensor data Recipient Controller

DNS Access List

1:. Input(sensor_name,sensor_certificate)
1

2. issue(DNS_query)

return(Resource_Records)

|
D 3. Verification(sensor_name,sensor_certifiéate)
|

. . I
4. issue(access_list_query)
|

»
Lq]
|
|
I
|
[P
']

. 1l1_w ___

|

|

| | )

:4 return(sensor_metadata:recnplent_lml‘ormatlon) : Access contr Ol D Ol i cy:

| | | . .

| | .+ sensors is trusted if

5. apply(access_control_policy,sensor_name): Boolean . .
> pply(access_control_policy e) | listed in DNS
Result(Boolean) : : : e Sensor data are
o __ | | | )
transmitted

+ sensor data
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Predictive Maintenance Use Case: sensor data verification in IoT

HVideo
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Use Case: PoC for a Trust Scheme for UNHCR DAFI program

(/) UNHCR

The UN Refugee Agency

B UNHCR contacted the LIGHTest consortium to discuss a digitalization of the German government funded DAFI
refugee scholarship programme as a possible use case of the LIGHTest project

B Several pilot projects in order to make better use of data collected when registering refugees . _ L
W create a digital identity for the more than 8 million individuals
W improve service delivery by UNHCR and other humanitarian actors

W DAFI refugee scholarship programme which is currently supporting 13,000 refugee students in 50
asylum countries

® Currently scholarship application, selection, and management are largely analog and paper-based.

B managing DAFI requires systems of trust management in support of an open ecosystem of different
stakeholders and trust schemes, UNHCR contacted the LIGHTest consortium.
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Use Case: PoC for a Trust Scheme for UNHCR DAFI program

M Benefits for having a UNHCR Trust Scheme:
W Assists in the Digitalization of the UNHCR
¥ Increase mobility of Documents that are processed or officiated by the UNHCR
W Added security of Documents
W Formalization of processes
m ...
B Benefits of using LIGHTest Infrastrucutre:

® Ability to have a Verification and Translation of various Electronic Documents or Certificates from
various Countries or Institutions

W LIGHTest provides privacy tools and guidelines

® Improved processing of digitalized documents for the DAFI program
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Use Case: PoC for a Trust Scheme for UNHCR DAFI program

\
\/
\Ay

UNHCR

The UN Refugee Agency

L= DAFI

Refugee wants to apply for The DAFI program and UNHCR The UNHCR employee that is apart of the DAFI The Refugee and the UNHCR
Scholarship with the DAFI program. employees ( or other trusted 3rd program stores the digital and physical documents for have a digital document that is
In order to do so they bring the parties) review the documents the applicant. This is done in the form of scanning the signed and integrated in the
appropriately notarized and for the application and the document into preferably a readable xml file with an UNHCR trust scheme that has
hardcopy documents. (e.g. authenticity of the documents by attached photo of document. the ability to be digitally verified
passport, UNHCR ID, School verifying the notarization of the and translated according to the
Certificates) documents. The additional step to this process would be to University Application process or
electronically sign this document with the UNHCR internal UNHCR use.

unique electronic signature.
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Use Case: PoC for a Trust Scheme for UNHCR DAFI program

C”

“‘

DAFI

Refugee David Notary Bob Notary Bob UNHCR and David
- brings hardcopy - reviews the - scans the - have a digital document
documents (e.g. documents documents signed & integrated in the
passport, UNHCR - verifies authenticity - signs the UNHCR trust scheme
ID, School of documents documents
Certificates) - Documents can be easily
accessed & digitally verified
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Use Case: PoC for a Trust Scheme for UNHCR DAFI program

l UNHCR
~ 1

N

.\ ..\‘::
-

ly o

-,

DAFI

Q)

¢L<T\

(o

\\\\‘

«
K

o5

e,

¢

Required trust infrastructure:
 UNHCR Trust Scheme
 UNHCR Trust List(s)

« UNHCR Trust Scheme Policy
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Use Case: PoC for a Trust Scheme for UNHCR DAFI program

B UNHCR Trust Scheme
W Assists in the Digitalization of the UNHCR
W Added security and increase in mobility of Documents
W Formalization of processes: Assists in management and control of Documents

B Trust Scheme

W comprises the organizational, regulatory/legal, and technical measures to assert trust-relevant
attributes about enrolled Entities in a given domain of trust. Example: eIDAS

W is operated by a Trust Scheme Provider

M Trust List
W list of all the enrolled entities in a specific data file/format certified by the issuing authority

W existing and widely accepted standard is ETSI TS 119 612
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Use Case: PoC for a Trust Scheme for UNHCR DAFI program

UNHCR (global)

UNHCR UNHCR
(national) (national)

e.g. Jordan e.g. Egypt

« Public Notaries Office Kairo °

e Public Authorities Public Notaries

e Institutions of Public Authorities
Higher Education * Institutions of

« UNHCR Field Offices Higher Education

Further Option: = : Public Notaries: LoA high

* Public Notaries: LOA substantial
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Use Case: PoC for a Trust Scheme for UNHCR DAFI program

M Alice from the University wants to verify a signed document from refugee David
® verfiy who has digitized and verified the documents
® verify whether Notary Bob is a member of UNHCR trust scheme

OOOOOO

(]

M Alice can use LIGHTest infrastructure here Trust policy:
® Alice contacts Automatic Trust Verifier (ATV)

W ATV (internal work flow, no input required from users):
1. Extracts from certificate Trust Scheme Membership Claim: Notary Bob is member of UNHCR TS

. Query DNS to retrieve correct Trust List of the UNHCR trust scheme

2
3. Check if Notary Bob is listed as a Trust Service in Trust List
4. Verify: DNS records are authenticated using DNSSEC; certificate used for signing trust list
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Use Case: PoC for a Trust Scheme for UNHCR DAFI program

B UNHCR Trust Scheme and Notary Bob as Trust Service Provider (fictitious example)

B DNS queries for Trust Scheme Membership (internal work flow, no input required from users)

W Discovery of trust scheme ;; QUESTION SECTION:

; _Scheme. trust.notarybob.example.

trust service is a member:
;; ANSWER SECTION:

__Sscheme. trust.notarybob.example.
__Sscheme. trust.unhcr-org.example.

W Discovery of Trust list: ;7 QUESTION SECTION:

; Scheme. trust.unhcr-org.example.

;7 ANSWER SECTION:

LIGHTs!
l J © LIGHT®st Consortium

scheme. trust.unhcr-org.example.

IN PIR

IN PTR

IN URI

IN URI
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https://www.unhcr-org.example/trustlist/TSL-XML.xml

Use Case: PoC for a Trust Scheme for UNHCR DAFI program

B UNHCR Trust Scheme and Notary Bob as Trust Service Provider (fictitious example)
M Published Trust list (ETSI TS 119 612):

<?xml version="1.0" encoding="UTF-8"?><TrustServiceStatusList
<SchemeInformation>
<SchemeOperatorName>
<Name xml:lang="en">UNHCR DAFI</Name> </SchemeOperatorName> -

<SchemeName>
<Name xml:lang="en"> UNHCR Trust Scheme Example: Trusted list including information related to the qualified trust
service providers which are supervised UNHCR DAFI.</Name> </SchemeName>
<SchemeTypeCommunityRules>
<URI xml:lang="en"> </URI> </SchemeTypeCommunityRules>

1

<TrustServiceProviderList>
<TrustServiceProvider>
<TSPName>
<Name xml:lang="en">Notary Bob</Name> -
<TSPInformationURI>
<URI xml:lang="en">https://www.notarybob.example/en/info/TrustServices/</URI> </TSPInformationURI>

<ServiceTypeldentifier>http://uri.etsi.org/TrstSvec/Svctype/CA/QC</ServiceTypeldentifier>

<dsig:Signature Id="Signature-111111"> ... </dsig:Signature> Similar t.O elDAS TI'.USt
</TrustServiceStatusList> Service Status Lists

»
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https://www.unhcr-org.example/trustlist/schemerules.xml
https://www.unhcr-org.example/trustlist/TSL-XML.xml

Use Case: PoC for a Trust Scheme for UNHCR DAFI program

UNHCR Edu Certificate (Draft/Proposal)

Bearer Name Daphne Daffi
Unigue Identifier 125-552-665
Identity LoA 3 (in person)
Diploma Scan

Level of Assurance 2 (expertized)

Certificate [UMHCRtrustscheme]
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Use Case: PoC for a Trust Scheme for UNHCR DAFI program

Test University Application X

* UNHCR Trust Scheme-based Diploma can be attached to this

Test University Application appllcatlon form
Applicant Name Daphne Daphi
Study Line Civil Engineering
Applcant Sgnature  [rfugyio) « University is free to define its own policy, e.q.
« accept everything from UNHCR Trust Scheme with
UNHCR Edu Certificate (Draft/Proposal) LOA>—2 and
BearsrNamel 1 Daphne Daff « everything (LoA>=1), if we know the issuing institute
Unigue Identifier 125-552-665
High School Diploma Identity LoA 3 (in person)

Diploma Scan

Level of Assurance 2 (expertized)

Certificate [UNHCRtrustscheme]
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Data Model for Tuple-Based Trust Schemes: Selected Trust Schemes

B Goal: get a most complete picture of requirements of existing Trust Schemes

M national Trust Schemes in Europe and beyond M Trust Schemes from industry consortia
Electronic Signature Law of Turkey FIDO: Fast Identity Online
Digital Signature Law of Azerbaijan Minors Trust Framework
Chinese Electronic Signature Law embedded UICC Remote Provisioning
Pan-Canadian Trust Framework Open-PEPPOL

B international Trust Schemes M exisiting standards
elDAS ISO/IEC 29115 standard
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Data Model for Tuple-Based Trust Schemes: Selected Trust Schemes

M national Trust Schemes in Europe and beyond
Electronic Signature Law of Turkey (since 2004)
combination of the EU Directive on Electronic Signatures and ETSI TS 101 733
W compromises electronic signature, mobile signature and timestamp services
m PKI structure: Certificates of eSig will be issued by the governmental CA (KAMU-SM)

Digital Signature Law of Azerbaijan (since 2004)
W Regulation enforce usage of qualified digital signatures in public administration
® Compliance with eIDAS is under consideration
m PKI structure
®Own Root CA

W Trust hierarchy of CAs managing and issuing certificates
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Data Model for Tuple-Based Trust Schemes: Selected Trust Schemes

M national Trust Schemes in Europe and beyond
Chinese Electronic Signature Law
® Regulate electronic signatures and to ensure that e-signatures remain legally binding
Mt is a functional law (started in 2005)
M Electronic Verification Service: electronic signature needs to be verified by a 3" party
W Certificates of the Electronic signatures are valid for 5 years
Pan-Canadian Trust Framework

Enable the Canadian digital identity ecosystem by defining rules for the processes
identification, authentication, and authorization

M Federated Authentication and Brokered Authorization Model

® Components: individual, relying party, authoritative party, core digital identification and
authentication platform service

M 3 service components: credential services, permission services, identity services
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Data Model for Tuple-Based Trust Schemes: Selected Trust Schemes

M international Trust Schemes
elDAS

Wregulation on electronic identification and trust services for electronic transactions in the
internal market

mtrust services
W electronic signatures, seals, timestamps, delivery services, website authentication
W preservation of electronic signatures, seals

m 3 LOAs for elD: low, substantial, high

W List of Trust Lists (LoTL)

B STORK QAA/AQAA: Quality Authentication Assurance; attribute QAA

WLSP enables interoperability between MSs elD authentication systems
WLSP feed into the elD trust model in eIDAS
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Data Model for Tuple-Based Trust Schemes: Selected Trust Schemes

M Trust Schemes from industry consortia
FIDO: Fast Identity Online (250 partners from industry)
M Aim: interoperable specification for mobile authentication
® Core functionality: secure end-to-end protocol for strong authentication
W UZ2F protocol: two-factor authentication
W UAF protocol: password-less authentication (e.g. biometrics)
® Principle of FIDO is based on simple challenge-response protocols using asymmetric keys

W LIGHTest: in signed trust list publish minimum required metadata properties of an acceptable
authenticator instead of list of all acceptable authenticators (frequently changes)

Minors Trust Framework

embedded UICC Remote Provisioning
Open-PEPPOL
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Data Model for Tuple-Based Trust Schemes: Selected Trust Schemes

M Trust Schemes from industry consortia
Minors Trust Framework
®online identity trust model (with NSTIC (National Strategy for Trusted Identities in Cyberspace))
W Goal: greater child safety, parental empowerment and compliance to regulations

mallow CSPs to create an online credential for parents and children that can be used by other
online service providers. All CSPs agree to defined standards of privacy and security

—> children benefit from being able to interact online in a safe and privacy secure manner

embedded UICC Remote Provisioning

M provisioning scheme from GSMA that allows to perform remote management of an embedded an
embedded UICC (universal IC card, e.g. SIM card)

W PKI-based trust scheme allows to identify the various roles and entities within the provisioning flow
and is centred around a certificate issuer who acts as a trusted 3 party

W Role of the Cl is usually taken over by the GSMA, can be also delegated
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Data Model for Tuple-Based Trust Schemes: Selected Trust Schemes

M Trust Schemes from industry consortia
Open-PEPPOL
PEPPOL: Pan-European Public Procurement On-Line (initiated in 2008)
set of artifacts and specifications enabling cross-border eProcurement
mwhich can be implemented in existing eProcurement solutions
W4 corner mode for Secure Delivery of electronic document from sender to recipient
M Access Points connect users to PEPPOL network
W SMPs: Service Metadata Publisher (info of participants)
W SML: Service Metadata Locator: knows all APs and list of participants per SMPs
W Legal framework that defines network governance

W Open PEPPOL.: non-profit association (public sector and private members)

Wresponsible for development and maintenance of the PEPPOL specifications, building blocks and
its services and implementation across Europe.
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Data Model for Tuple-Based Trust Schemes: Selected Trust Schemes

M exisiting standards
ISO/IEC 29115 standard
Framework for managing entity authentication assurance

W Framework consists of 3 technical phases
M Enrolment phase (e.g. application, identity proofing)
M Credential management phase (e.g. credential creation, storage, revocation)
M Entity authentication phase

B Management and organizational aspects

M Controls used to mitigate authentication threats
W possible threats for each phase and required controls are provided

W4 Levels of Assurance (low, medium, high, very high) for 3 technical aspects

mLittle, some, high, or very high confidence in the claimed or asserted identity
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Trust Scheme Components

M Trust Scheme Policy
¥ includes set of requirements
W specific policy/rules against which services included in the list are approved and assessed

W description about how to use and interpret the content of the trusted list

M Requirements

W LIGHTest compiled a universal overview of requirements from in total 11 national, international
and industry-based trust schemes

W Overall, there are three major groups: Credentials, Identity and Attribute

M Tables in Section 5.4 of PoC document
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Trust Scheme Components ff

M Trust Scheme Membership
W statement that an entity is a person/organization that is enrolled in a specific Trust Scheme
W entity is listed in a trusted list, which corresponds to the trust scheme

W usually there is not one but several trusted lists within a trust scheme (hierarchical form)

M Trust Anchor
W each Trust Scheme requires a trust anchor, which is known to be correct without further evidence

W with this Trust Anchor, any Trust Scheme Membership can be found and verified
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The LIGHT®st Architecture DNS: The Internet Phone Book
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B Top-Level-Domain Name Servers for UNHCR:
.org

genericTDLs: com, org, edu, info... de, it, at, us, ca, ...

B Most Organizations have existing Name Servers

ec.eu, gov.it, daimler.com, fraunhofer.de un hCI’.OI'g
B Organization can define lower-level names
B Existing or dedicated name servers
M trust.ec.eu, elDAS.trust.ec.eu, signature.elDAS.trust.ec.eu
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